We report a model to evaluate the performance of multiple quantum key distribution (QKD) channel transmission using spatial division multiplexing (SDM) in multicore (MCF) and few-mode fibers (FMF). The model is then used to analyze the feasibility of QKD transmission in 7-core MCFs for two scenarios of practical interest. First for transmission of only QKD channels, the second for simultaneous transmission of QKD and classical channels. In the first case, standard homogeneous MCFs enable transmission distances per core compatible with transmission parameters (distance and net key rate) very close to those of single core singlemode fibers. For the second case, heterogeneous MCFs must be employed to make this option feasible.
Introduction
Quantum key distribution (QKD) provides an intrinsically secure way to distribute such secret keys between remote parties [1] [2] [3] . The secrecy of the keys distributed by QKD is verifiable [4] , since it relies upon quantum mechanical principles featuring resilience against an eavesdropper. Early QKD experiments focused upon the feasibility of the technology, starting from proof-of-principle laboratory experiments. Subsequent developments in the field dramatically improved the security, performance, accessibility and reliability of the QKD technology. Its security can be rigorously proven even when implemented with practical components only, such as attenuated lasers [5] . The secure bit rate has been increased by three orders of magnitude to 1 Mb/s over 50 km fiber thanks to the development of efficient QKD protocol [6] and high-speed single photon detectors [7] .
A second evolution step has been connected to the integration of QKD systems into telecommunication networks. In a first stage, the effort concentrated in the development of backbone and metropolitan QKD network demonstrators to enable multi-user connectivity in Japan [8] , the US [9] , Europe [10] , and China [11, 12] . A nodal network of point-to-point (P2P) QKD links can then be used to relay a global key between any two distant locations in the network [8] [9] [10] [11] . Alternative approaches based on active routing of optical signals were reported [12, 13] . A second stage has focused on the integration of QKD systems into access networks. Here, a point-to-multiple-point (P2MP) architecture is more suitable to allow simultaneous access by multiple users rather than resorting to P2P QKD links. For instance, researchers at Toshiba demonstrated a quantum access network (QAN) of this type allowing a high-speed detector to be simultaneously used by up to 64 users [14] . This QAN was designed for resource and cost sharing where the most expensive components, the single photon detectors, were placed in the central location to be shared by multiple users.
The full capacity of QKD can be unleashed by incorporating the spatial division multiplexing (SDM) domain on top of the existing wavelength division multiplexing (WDM) layer. SDM is now being considered the route towards capacity upgrade for current core optical communication networks [15, 16] and will progressively permeate into the access segment, especially if it has to be shared between passive optical networks (PONs) and Centralized Radio Access networks (CRANs) [17] . For QKD, SDM is especially attractive as multicore fibers (MCFs) can be designed to render a negligible inter-core crosstalk (< 50 dB) for distances of less than 50 km. Hence, they can be employed as a transmission media to increase the capacity of QKD systems, either by allowing the parallel transmission of independent keys between different final users sharing the same transmission medium (a feature desired in access networks) or by multiplying the capacity of key transmission by suitable disassembly, transmission and final assembly of a high-speed quantum key between two end users (a feature desired in backbone networks).
Several groups have reported experimental work connected to the use of MCFs for QKD transmission. In [18] , researchers have demonstrated the successful transmission of QKD signal coexisting with classical data signals launched at full power in a 53-km 7-core fiber, while showing negligible degradation in performance. However, in this case, although the QKD signal was transmitted at a different core than the classical channels, it was coded in a different wavelength and thus the impact of MCF crosstalk could not be evaluated. More recent works have reported the transmission of multidimensional QKD channels in MCFs , however without including classical channels. In particular, orthogonal QKD channels where implemented by means of multiplexing of modes corresponding to mutually unbiased bases (MUBs). In [19] , the operation of a four-dimensional QKD system encoded on the transverse modes of a 4-core MCF using a decoy state protocol has been demonstrated for a distance of 300 m. A more recent experiment [20] has reported a three-dimensional QKD system encoded using silicon photonic chips on the transverse modes provided by 4 cores of a 7-core MCF. The experimental results using a decoy state protocol have proved the successful transmission along up to 20 km.
The practical integration of QKD channels into optical fiber based SDM transmission media needs for a suitable system model that takes into account the transmission of both classical and quantum channels in order to evaluate the impact of each relevant physical parameter on the final performance of each channel and the feasibility of the design under consideration. To the best of our knowledge, this model has not been yet reported in the literature and it is the subject of this paper. Section 2 introduces the different SDM transmission media and system alternatives that we will consider in the paper. In particular, we consider homogeneous and heterogeneous MCFs as well as few-mode fibers for the transmission media, while for system configurations we consider multiple input multiple output (MIMO), single input multiple output (SIMO) and multiple input-single output (MISO) configurations with the possibility of arbitrarily choosing the number of classical and quantum channels transmitted over the SDM medium. Section 3 presents the models for the quantum channels. First, the Quantum Bit Error rate (QBER) expression is derived that takes into account the impact of intercore or intermodal crosstalk and the number of classical and quantum channels and, then, the expression of the net key rate is obtained both for standard BB84 and Decoy state protocol transmission under the assumption of photon number splitting (PNS) attack. Section 4 provides the derivation of the crosstalk coefficients for relevant designs of MCFs that will be employed in deriving the results for SDM-QKD transmission under realistic conditions in section 5. Finally, section 6 closes the paper with the relevant conclusions and future directions of research. Figure 1 presents the different SDM media and application scenarios that will be considered in this paper. For SDM media, we consider in first place homogeneous MCFs where all the cores are made of the same material and have the same geometry. Homogeneous MCFs are the most popular choice for capacity upgrade in SDM optical communication systems. Here we will assume that the MCF has N different single-mode cores. Simple homogeneous MCFs can produce a considerable degree of intercore crosstalk if they are not properly designed and to reduce this effect it is customary either to modify the waveguide design by incorporating trenches or to resort to heterogeneous MCF designs, where the N optical cores can feature different waveguide designs. Finally, although it will not be studied in detail in this paper, a few-mode fiber capable of transmitting N orthogonal spatial modes can also be employed to integrate QKD with SDM.
Practical scenarios for SDM-QKD integration
The application scenarios are displayed in Figs. 1(b)-1(d). Figure 1 (b) corresponds to a pure parallel or MIMO transmission system where the N cores are employed to transmit N spatially independent channels (one per core). The figure shows the case where all the channels are employed for QKD, but in general our model will consider the case where N q cores are employed to transmit Nuantum channels and N-N q are employed for classical transmission. The end points of each quantum channel i = 1, 2,... N q are implemented by means of an Alice transmitter #i employing a faint pulse laser source (FPS) producing µ i photons per bit at a repetition rate given by f rep that is phase modulated for key encoding (not shown in the figure) and by a Bob receiver #i using an optical phase modulator for base selection (not shown in the figure) followed by single photon detector characterized by a responsivity ρ i and a dark count rate d Bi . This configuration represents practical application scenarios ranging from parallel and simultaneous quantum and classical transmission in point to point links to capacity upgrade in a single transmitter/single receiver QKD system. In this an overall key rate N times higher can be achieved by segmentation of the key in N interleaved time blocks and sending each one using a different core. The last application scenario shown in Fig. 1(d) corresponds to a MISO transmission system representative of a PON upstream transmission from the end users to the central office in an access network. This scheme has been shown in [14] to be more efficient in terms of cost for multiple quantum key distribution in an access network as the high cost receiver is located at the central office and thus can be shared by the end-users. Here the N end users (Alice #1 to Alice #N) independently agree on an individual key with the central office (i.e. single Bob). The Alice transmitters are assumed, for practical reasons to be identical (i.e. µ i = µ) and operating at f rep /N, as time division multiplexing (i.e. synchronization) is required to coordinate the medium access as in any ordinary upstream PON.
Model for Optical Fiber SDM-QKD transmission

Introductory remarks
The overall performance of a QKD transmission system is given by the Quantum Bit Error rate QBER. To derive a suitable QBER expression for SDM-QKD systems, we follow the approach of [21] specialized to an arbitrary core/mode. For SDM-QKD systems, we have to consider the influence of intercore/intermodal crosstalk terms depending on whether the transmission medium is a MCF or a few-mode fiber (FMF), respectively. For the derivation of the intercore/crosstalk term in a given core/mode due to photons leaking from other cores/modes, we follow a similar approach carried for other multiplexed QKD systems [22] , where this term is added as an interference term. Once the QBER expression is presented, we will compute the net key rate, assuming decoy-state BB84 protocol [23] and PNS attacks. Expressions for other improved protocols can be certainly derived proceeding in a similar way, but they will not be in the scope of the paper.
QBER Expression
To derive a suitable QBER expression for SDM-QKD transmission in MCF/FMFs we follow the approach of [21] specialized to an arbitrary core/mode. At the detector placed to detect core/mode n the probability that Bob detects a signal has three sources, one coming from the detection of signal photons, , another coming from the detection of photons due to signal leak/crosstalk from each of the other cores/modes and finally those arising from the dark counts of the specific detector . We will assume that, for each core/mode, the three sources are independent. Let R n (k) represent the probability that the source for mode/core n sends k photons then the probability that Bob's detector for mode/core n is triggered by a signal photon can be expressed in terms of the detector efficiency ρ n and the end-to-end optical link transmission efficiency T nn as:
In a similar way, the probability that Bob's detector for mode/core n is triggered by a photon leaked from another core/mode m can be expressed in terms of the detector efficiency ρ n and the end-to-end crosstalk coefficient (between core/mode m and core/mode n) XT mn as: 
Finally, the dark count distribution is simply given by:
.
In SDM-QKD systems, the signal source is provided de by laser pulses. In the case of a quantum channel it will be a strongly attenuated laser pulse, and therefore the photon number can be considered to be Poisson distributed with mean value . For core/modes carrying classical channels, the laser source will be represented by a coherent state with again, Poisson statistics, where the alpha parameter and the mean photon number per pulse are related by and , [25] . For both cases then:
Hence, ,
where is the overall crosstalk in core/mode n due to the rest of interfering cores/modes. The error rate stems from three sources again; the first is an error rate for the detected photons, which is due to alignment errors that impact over the interference visibility V n in a given core/mode n. In our case, it can be expressed as:
The dark count contribution to the error probability is (only half of these photons contribute to errors):
Finally, the contribution of the intercore/intermode crosstalk signal to the error is:
From (1)- (9) we can obtain an expression for the QBER in a given core/mode n: 
which takes into account all the main relevant physical parameters.
Net key Rates
To calculate the net key rate we assume that the quantum channels use a Decoy-State BB84 protocol and are subject to photon number splitting attack (PNS). More elaborate/efficient protocols [26] can be also considered but the main results/conclusion will not change substantially. Regarding the impact of classical channels, we will assume that ! ! µ n = µ c >> 1 .
The net key rate for channel n is given by [2] :
where the optimum value for the number of photons per bit is given by:
Note that µ opt ,n is both in the R net,n and Q n so we have to solve first an implicit equation to get Q n . If all the transmitted channels in the SDM system are quantum then:
Equation (13) for n = 1, 2, … N defines a system of N implicit equations rendering the values of Q n . From these values, one can get µ opt ,n and the net key rate using Eqs. (12) and (11), respectively. If N q out of the N SDM channels are quantum then: 
where the m subindex runs along the independent ordered lists of quantum and classical channels in each case respectively. Equation (14) for n = 1, 2, … N q defines a system of N q implicit equations rendering the values of Q n . From these values, one can get µ opt ,n and the net key rate using Eqs. (12) and (11), respectively.
Multicore fiber crosstalk performance
Average power coupling coefficients
We model the intercore crosstalk following the analytical expressions derived in [27] by Koshiba et al. for the average power coupling coefficient (PCC) mn h between cores m and n. If we consider the multicore fiber is bent at a constant bending radius R b while being twisted at a constant rate γ, then the longitudinal varying local PCC, h mn (z), can be described accurately by assuming an exponential autocorrelation function. Then, we can obtain the analytical expression of the average PCC by averaging over a twist pitch 2π/γ as:
where κ mn is the redefined mode-coupling coefficient , which has been computed from (Eq. (33), [28] ), d is the correlation length and ( ) 
being Δβ = β m -β n and x m , y m the coordinates of the center of core m at z = 0. The analytical expression in Eq. (15) accounts for a generic MCF, either with homogeneous or heterogeneous cores, including as well the case of trench-assisted structures. From, this coefficient, one can easily derive the crosstalk between cores m and n a for an L-km fiber link as:
which can be approximated as 
Homogeneous Multicore fiber
Different levels of intercore crosstalk are considered by evaluating two representative homogeneous MCFs that are characterized by different PCCs. The first one is a 7-core fiber analyzed by Cartaxo and Alves in [29] , which is characterized by a core pitch Λ of 30 µm, a cladding diameter CD of 125 µm, a core radius a of 4 µm and a relative refractive index difference between core and cladding of Δ 1 = 0.5%. The second MCF provides a lower level of crosstalk mainly because the core size is reduced significantly. It is a commercially available 7-core fiber provided by Fibercore (SM-7C1500), [30] . It has a core pitch Λ of 35 µm, a cladding diameter CD of 125 µm, an estimated core radius a = 3 µm and an estimated relative index difference between core and cladding Δ 1 = 0.96% (estimated from the parameters given in its specifications: numerical aperture in the range [0.20-0.22] and mode field diameter in the range [5.7-6.5] µm at an optical wavelength of 1550 nm). Figure 2 shows the dependence of the average PCC mn h with the bending radius, which was calculated from Eq. (15), for both homogeneous MCFs. As expected, the PCC increases linearly with the bending radius due to the reduction in the index difference between the cores, reaching its theoretical maximum value if the fiber were totally straight. The significant difference between both PCC responses arises from the fact that the Fibercore fiber has a higher core pitch and better mode confinement. 
Heterogeneous multicore fiber
Even though the second homogeneous MCF evaluated previously provided a good crosstalk performance for classical data transmission, the range of computed average PCC values care still be too high for certain scenarios of combined QKD and classical channel transmission as it will be shown in section 5. With the aim of reducing the intercore crosstalk furtherly, we designed a particular ultralow-crosstalk 7-core MCF built upon trench-assisted heterogeneous cores. The design is based on three different types of cores in terms of core radius and dopant concentration, where one type of core is used as central core and the other two types as outer cores so neighbouring cores are dissimilar. Figure 3 (a) depicts the cross-section of the designed fiber with its three types of cores (type A: blue color, type B: yellow color and type C: orange color) and Fig. 3 (b) shows the refractive index profile of a trench-assisted core. 
a) b)
The design strategy we followed supports three main goals. First, the average PCC should be at least as low as 10 -14 , as we demonstrate in in section 5, to allow both pure quantum and hybrid quantum/classic transmission without significant penalties. Second, as agreed in [27] , we must assure a critical bending radius lower than 10 cm to avoid an undesired crosstalk increase due to phase matching between cores when the fiber is bent. Third, the cores must remain in the singlemode operation regime as to avoid intermodal crosstalk.
The parameters of the heterogeneous MCF design and the propagation characteristics (effective index n eff and effective area A eff ) computed with the Fimmwave software from Photon Design are gathered in Table 1 . To further reduce the average crosstalk, we set the core pitch to 45 µm and the cladding diameter to 150 µm. Figure 4 shows the average PCC mn h for any possible core pair combination. As characteristic of heterogeneous MCFs, we observe a peak in the magnitude of PCC caused by forced phase matching between cores for a specific value of the bending radius that is called the critical bending radius. Although this particular design aimed to reduce the magnitude of this crosstalk peak as much as possible, we must bear in mind that the optimum working zone is the one corresponding to bending radii above this critical value. For the core combinations represented here, one critical bending radius is located at 33 mm while the other two at 65 mm (worst case). Total crosstalk can be calculated using Eq. (17) 
Results and Discussion
Introduction
We proceed now to analyze the possibility of multiple channel QKD transmission using MCFs. For this purpose, we employ the model developed in section 3 together with the relevant parameters of representative MCFs given in section 4. In addition, we consider typical values for the parameters characterizing the pulse sources and photon counters given in table 2. We will assume that these parameters are the same for these devices regardless the core number, that is: 
Quantum channel transmission only
We consider in first place the case where only quantum channels are transmitted through the SDM optical fiber. For practical reasons, we consider a 7-core homogeneous MCF as the transmission medium as it is the most straightforward commercially available solution. We consider two cases of MCFs representative of moderate and low inter-core crosstalk levels that have been described in section 4. In the first case, the maximum values of the inter-core coupling coefficient are around h = 10 -7 m -1 , while in the second they are around h = 10 -11 m -1 . Figure 5 shows the obtained results for the capacity and optimum average photon number as a function of the MCF link length after solving Eqs. (10)- (12) . Figures 5(a) and 5(b) show the results for the moderate intercore crosstalk MCF. As it can be observed, the outer peripheral cores show an identical performance as expected as each one is subject mainly to the crosstalk of three closest neighboring cores. The central core displays worse results as it is subject to the crosstalk of 6 closest neighboring cores, hence the capacity is R net,central_core + 6R net,i , where i stands for any peripheral core. If, however, the inter-core crosstalk is low, then its effect is almost negligible, as shown in Figs. 5(c) and 5(d), where it is clear that all cores feature an identical performance in terms of net capacity and present equal values for the optimum number of photons per bit. Note as well that in this second case the net rate is 7R net,i , and i stands for any core. The results indicate that, in principle, multiple quantum channel transmission is viable both for moderate as well as for low inter-core crosstalk 7-core homogeneous MCFs. In the first case, at least 6 cores are expected to display identical performance in terms of net key rate and distances of up to 40 km are reachable with key rates ranging from 3 to 10 kb/s per core, which covers the access segment distance range. In the second, this figure can eventually rise to identical behavior of the 7 cores and transmission distances around 100 km for key rates over 1 kb/s per core. This covers access as well as moderate distance metropolitan segments.
Simultaneous transmission of Quantum and Classical channels
We start by considering the case of introducing one classical channel in the SDM medium. In this case, the classical transmitter is a pulsed optical transmitter providing standard output power values (i.e., between 1 and 10 mW). This is well represented by a coherent state with µ c = 10 6 . The rest of the cores transmit quantum channels. Two cases of interest are identified that correspond to transmitting the classical channel through the central core or a peripheral one, respectively. Figure 6 plots the obtained results for these two cases when the SDM transmission medium is a low intercore crosstalk (h = 10 -11 m -1 ) 7-core MCF. Figure 6(a) givers the results for the case where the classical core is sent through the central core, while Fig. 6(b) depicts the same results when the classical channel is transmitted by a peripheral core. As it can be appreciated, the introduction of a classical channel in the central core has a profound impact over the maximum reach of the rest of quantum channels, posing a severe restriction, in the range of 2-2.5 km. In practical terms, this makes QKD transmission unfeasible unless a very short reach distance is targeted. When the classical channel is transmitted through a peripheral core, it impacts the central core and the other two near neighbors in the peripheral area, however, the impact over the other three peripheral cores is almost negligible. Yet in this last case, though QKD transmission is feasible in three cores, other three cores must be left unused, as they can transmit neither quantum channels (they would be spoiled by classical interference) nor classical channels, as they would spoil the QKD transmission in the cores where it is feasible.
To accommodate both quantum and classical channels and be able to use all the cores in the MCFs, further simulations have shown that one needs values for the coupling coefficient in the range of h =10 -14 m -1 or smaller. These can only be attained by means of heterogeneous MCFs and, in particular, we consider the ultralow-crosstalk design reported in section 4. Figure 7 , shows the results for different cases of combined classical and quantum channel transmission. Intercore coupling coefficients between the three groups of cores are, as shown in section 4, h 1,2 = 4x10 -17 , h 2,3 = 4x10 -16 and h 1,3 = 1.5x10 -15 . Figure 7 (a) corresponds to the case where a single classical channel is transmitted through the central core (core #1) and quantum channels are delivered in the rest of the peripheral cores (#2 to #7). As it can be appreciated, both transmission regimes are supported by the MCF. Key rates for QKD channels are almost identical within the linear range (up to 80 km), with a departure from that attainable in cores belonging to the group formed by #2, #4, #6 and that attainable in cores belonging to the group formed by #3, #5, #7. This behavior is to be expected as the inter-core coupling coefficients with core #1 are different. Since cores #2, #4, #6 have a very small (in fact negligible) coupling coefficient with #1, they feature a performance in terms of net key rate identical to a channel with zero coupling as shown in the inset of Fig. 7(b) . Channels #3, #5, #7 have a slightly higher coupling coefficient (h 1,3 ), which is enough to result in a different (i.e. worse) key rate for higher distances. In any case, it is clear that both the classical and quantum channels can coexist within the heterogeneous MCF transmission link. Figure 7 (b) corresponds to the case where a single classical channel is transmitted through a peripheral core (core #2). In this case, QKD transmission is feasible in the rest of the cores with the same key rates, which corresponds to negligible crosstalk impact as it can be appreciated by comparing to the inset of Fig. 7(b) . Equal performance can be attained up to 100 km and key rates of 1 kb/s per core. The possibility of using more than one core for classical transmission is demonstrated by the results given in Figs. 7(c) and 7(d). Table 2 . Color code for cores transmitting classical and quantum channels is the same as in Fig. 6 . Figure 7 (c) illustrates the results for the case where 3 cores (#2, #3 and #7) are employed for classical transmission and 4 (#1, #4, #5 and #6) are employed for QKD. Again, QKD transmission with almost equal net key rate per core is feasible, with a slight worse value for the central core (#1) that experiences the highest inter-core crosstalk values. Equal core performance up to around 80 km and key rates of 50 kb/s per core are possible. Finally, Fig.  7(d) shows the case where 6 classical channels and one QKD (in core #1) are transmitted. This corresponds to the highest impact of intercore crosstalk. Again, in this case QKD transmission is feasible up to distances around 80 km and key rates in the range of 30-40 kb/s. These results should be compared to those of Fig. 6 .
Discussion
The results obtained in sections 5.3 and 5.4 confirm that homogeneous MCFs can accommodate the transmission of spatially multiplexed quantum channels. However and even though inter-core crosstalk levels in these fibers are small and even negligible for classical applications, they are too high for systems where classical and quantum channels need to be multiplexed. In these cases, the inter-core crosstalk must be further reduced and this requires the use of heterogeneous MCFs.
The model developed in section 3 can be applied to other types of MCFs and QKD protocols. The procedure should be similar to the one described in sections 4 and 5. First, values of pertinent intercore/intermode coupling coefficients are required and this depends on the particular optical fiber transmission medium under consideration. In the case of MCFs, the extension to 19-core and 36-core fibers should take into account the fact that different cores are surrounded by different numbers of near neighbors, thus more than the three values of h coefficients will be obtained. This is not a limitation as Eqs. (10)- (14) are derived to take this into account. As related to QKD protocols, the model can be extended to more powerful versions, such as the T12 [26] . In this case, Eqs. (10)- (14) must be replaced by those giving QBER and net key rate of the protocol. It can also be applied to systems aiming at combining SDM with other types of multiplexing, such as Wavelength Division (WDM) or Subcarrier (SCM) multiplexing. In this case, the model must be upgraded to include the contributions of other wavelengths and/or subcarriers, following the procedure described in the literature [31] [32] [33] [34] .
Summary and Conclusions
We have reported a model to evaluate the performance of multiple QKD channel transmission using spatial division multiplexing in multicore and few-mode fibers. The model has been then employed to analyze the feasibility of QKD transmission in 7-core MCFs for two scenarios of practical interest. The first accounts for the use of SDM to transmit only QKD channels. Here, we have found that standard homogeneous MCFs enable transmission distances per core compatible with transmission parameters (distance and net key rate) very close to those of single core singlemode fibers and, therefore, parallel QKD transmission of N channels or a xN multiplication of a single channel key rate over a given link distance is possible. The second scenario accounts for the simultaneous transmission of QKD and classical channels. Here we found that homogeneous MCFs cannot support this transmission regime as the inter-core crosstalk is too high. Heterogeneous MCFs can be designed to reduce this value to such levels that make this option feasible. Future work should address the extension of the model to MCFs with a higher core count (19, 36 ) and more efficient QKD protocols.
